
Implanting Robust Watermarks in Latent Diffusion Models for

Video Generation

Xiaohang Liu1∗, Heng Chang2∗, Jinfu Wei3, Lei Zhu1, Li Liu2, Likun Li2, Shiji Zhou3,

Chengyuan Li2, Di Xu2, Wei Gao1†
1School of Electronic and Computer Engineering, Shenzhen Graduate School, Peking University

2Huawei Technologies Co., Ltd., China
3Tsinghua University, China

Abstract—In the dynamic realm of digital media, latent diffusion
models (LDM) have revolutionized the generation of videos, surpassing
the capabilities of traditional generative models. This paper presents
Stable Video Signature, a pioneering watermarking framework for LDM
in video generation. Addressing the pressing need for copyright and model
protection, our approach is the first to implant watermarks directly into
the generation process of LDM based on video through a novel two-
stage process. We first encode watermarks into the video’s latent space
embedding, ensuring a holistic temporal decoding mechanism of LDM.
Then watermark is integrated into the LDM’s decoder. In this process,
our method can maintain frame consistency, preserving the quality
and robustness of generated videos during watermark implantation. We
further show that the framework embeds watermarks seamlessly into
LDM, maintaining the original functionality of the models and exhibiting
resilience against a spectrum of watermark attacks. Our comprehensive
experiments on both text-to-video and image-to-video generation tasks
substantiate the efficacy of Stable Video Signature. This work not
only pioneers watermarking in video generation LDM, but also sets a
precedent for safeguarding intellectual property in the age of advanced
media synthesis.

Index Terms—digital watermark, diffusion model, video generation.

I. INTRODUCTION

In the burgeoning field of digital media, latent diffusion models

(LDM) [1]–[4] have emerged as a transformative force, particularly in

the generation of images and videos. Their ability to produce content

of remarkable quality and diversity has eclipsed traditional generative

models like GANs [5]–[7] and VAEs [7]–[9]. The advent of large-

scale LDM, such as Sora [10], has not only marked a significant

success in video generation but also broadened the practical applica-

tions of LDM that include text-to-video [11]–[14] and image-to-video

tasks [15]–[18].

Though digital video content can be rapidly reproduced and

disseminated nowadays, ensuring the traceability and ownership of

videos generated by LDM is also paramount. The triumph of LDM

in video generation brings forth substantial compliance challenges,

including copyright and model protection. One user can generate

customized videos via the officially released model by the model

provider. However, if the model that the user accesses is not pro-

tected, the compliance officer is not able to trace the source model.

Otherwise, if the model provider can use a private watermark encoder

and detector to identify the watermark, where specific information is
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detected from the video, the model can be safely protected them. Un-

like previous works focused on neural network copyright protection

in critical tasks, the discussion on the efficacy of watermarks within

DMs, particularly for video generation, remains scant.

However, watermarking DMs for video generation presents unique

challenges over image generation [19]. On the one hand, post-hoc

watermarking solutions usually consist of two disconnected modules:

video generation and watermark implantation. However, this discon-

nected schema fails to offer secure model protection, complicating the

defense of intellectual property rights in cases of unauthorized use.

For example, one could easily bypass the post-hoc watermark rooter

and directly access the intermediate video content with a similar

approach as in Yang et al. [20]. Therefore, this challenge calls for

seamlessly integrating watermarks into the generative process without

compromising the original content’s aesthetic and functional integrity.

On the other hand, while video content possesses a rich temporal

dimension, it also complicates the task of embedding and maintaining

watermarks across frames without impacting the video quality. Unlike

static images, videos comprise a sequence of frames, and any

watermarking technique must account for the temporal coherence and

flow to avoid defects like flickering or inconsistency between frames.

We conclude the two challenges as follows:

• Naive disconnected post-hoc methods cannot add watermarks in

an end-to-end manner, which leads to easier model theft and

vulnerability.

• Adding watermarks to videos without considering the temporal

consistency challenges integrating watermarks into the genera-

tive process while avoiding flickering or inconsistency.

To address these challenges, this paper introduces Stable Video

Signature (SVS), a novel approach that merges watermarking into

the video generation process itself, without any architectural changes.

SVS employs a two-stage model watermarking method. In the first

stage, we proposed Video-Lock, a video watermark module. Video-

Lock’s watermark encoder and corresponding extractor are obtained,

inspired by HiDDeN [21]. To align with the holistic decoding

mechanism of DMs, we incorporate 3DCNN to encode watermarks

into the overall latent space embedding of videos. Additionally,

we introduce temporal Transformer blocks to capture the temporal

consistency during watermarking, thereby maintaining the quality

of generated videos. We call this method Video-Lock. In the sec-

ond stage, we propose a two-branch model distillation architecture.

A deflickering decoder is designed in both branches to alleviate

the potential artifacts, while the same temporal Transformer block

with the first stage is introduced in the upper branch to further

ensure consistency among frames. Additionally, watermark integrity

is maintained through extraction and comparison with a predefinedIC
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Fig. 1. Architecture of Video-Lock: The module consists of two components: a watermark encoder (WE ), and an extractor(WD). In the watermark embedding
process, the original video and a randomly generated watermark m are fed as inputs, yielding a watermarked video as the output. Subsequently, this watermarked
video is processed by the watermark extractor to output the watermark m

′. The loss is determined by calculating the cross entropy loss between m and m
′.

watermark, contributing to the model’s robustness. Our extensive

experiments across text-to-video and image-to-video generation tasks

validate the effectiveness of the SVS in embedding watermarks across

various DMs. We further demonstrate that the model’s functionality

remains unimpaired post-watermarking and showcase the robustness

of our watermarks against diverse attacks.

In summary, this work presents the following key contributions:

• To best our knowledge, SVS is the first non-post-hoc approach to

add watermarks in DMs for video generation. SVS is a general

framework that can root watermarks in DMs through efficient

fine-tuning.

• To maintain the quality of generated videos after watermark

implantation, we propose to use 3DCNN to accommodate the

nature of DMs that decode the video latent as a whole and intro-

duce temporal attention blocks to better capture the consistency

among frames.

• Extensive experiments on both text-to-video and image-to-video

generation tasks demonstrate that SVS could effectively root wa-

termarks into DMs without downgrading the quality of generated

videos while preserving robustness to various watermark attacks.

II. METHOD

A. Video watermark module: Video-Lock

The framework of the Video-Lock comprises two components:

Watermark Embedding (WE) and Watermark Extractor (WD). For

specific details, please refer to Figure 1.

1) Embedding: The input to WE consists of x0 and a k-bit

message m ∈ {0, 1}k, where x0 represents the input video and

m represents a randomly generated bitstream that represents the

watermark. We believe that watermarking videos does not necessitate

complex network architectures. Hence, we employ a simple 3D

convolution to extract features from x0. To embed watermarks into

videos more effectively, the temporal Transformer is introduced in

the encoding process. Inspired by Arnab et al. [22], this block

consists of two separate Transformer encoders. The first part, the

spatial encoder, only interacts with tokens extracted from the same

frame, which are then passed on to the second part, the temporal

encoder, to interact with tokens in the same position across different

frames. Temporal Transformer is capable of endowing our model with

global consistency, which ensures the stability and reliability of our

watermark information.

xw = WE(x0). (1)

2) Extractor: After undergoing the embedding module, the origi-

nal video is transformed into a watermarked video. We then train a

decoding network to extract the watermark from the processed video.

The decoding network needs to maintain symmetry with the encoding

network, as the network encodes the watermark’s representation in

the video, which the decoding network can better learn from. This

approach enables the decode network to extract the watermark from

the video more effectively.

m
′ = WD(A(xw)). (2)

3) Training: During the training phase, to ensure the robustness

of the watermark, we introduce several watermark attack methods.

We enumerate commonly used attack methods, such as compression,

cropping, and rotation. These attack methods are combined during

the training phase, with the input being the encoded video with the

watermark and the output being the video after being attacked by

various methods. It should be noted that the resolution of the video

may change after being attacked. Some of these attacks are non-

differentiable, so this paper uses two losses for learning. One loss

is for the normal output without attacks, which is used to fine-tune

the encode and decode processes. The other loss is used to extract

the watermark from the decoded image after being attacked, which

is used to fine-tune the decoding process.

The loss function proposed in our study comprises three compo-

nents: message loss Lw, similarity loss Li, and deviation loss Lv .

The message loss is employed to ensure the decoding accuracy of the

watermark. It is calculated by computing the cross-entropy between

the input and the decoded messages.

Lw = CrossEntroy(m′

,m). (3)

The similarity loss is designed to ensure that the introduction of a

watermark does not result in artifacts or other issues in the video.

Li = MSE(xw, x0). (4)

To ensure that the video watermark is evenly distributed in every

video frame, we calculate the variance of the loss sequence composed

of the image loss of each frame of the original video and the video

with the watermark added.

Lv = Var(xw − x0) (5)

The final combined loss function can be summarized as:

L = λw(Lw + L′

w) + λiLi + λvLv. (6)
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Fig. 2. Model Distillation: A video is first encoded via a VAE encoder.
Concurrently, the lower branch’s Deflickering Decoder parameters remain
frozen. The upper branch’s output of the same Deflickering Decoder undergoes
a temporal transformation to ensure consistency. Subsequently, the outputs of
both branches are merged using weighted concatenation to yield the final
output, evaluated against a loss function for fidelity. Additionally, the upper
branch’s output is processed by a watermark extractor to extract a watermark
mw .

B. Model Distillation

This part of the pipeline is shown in Figure 2. In our decoding

process, we opt for the Video Transformer. SVD also employs this

method of decoding. The unique aspect of Stable Video Diffusion

lies in its decoder. Unlike traditional decoders that focus on recon-

structing images from latent representations, this decoder is tailored

for video generation. Being ”temporally aware” implies that the

decoder considers the temporal continuity and coherence between

video frames. This is crucial for generating smooth video sequences

where successive frames are consistent with each other, avoiding

abrupt changes or ”flickers.” The ”deflickering” aspect addresses

a common challenge in video generation – flickering effects that

can occur due to inconsistencies between frames. This decoder is

designed to minimize such flickering, ensuring a more stable and

smooth transition across frames.

We also introduce the Temporal Transformer, which features a

globally consistent attention mechanism capable of long-range de-

pendency, enabling the generation of smoother videos. However,

this approach reduces video clarity. To maintain clarity, this study

concatenates the smooth video output from the temporal Transformer

with the original video to form the final decoded output.

We fix the watermark m. The original Deflickering Decode DD is

finetuned into the watermarked Deflickering Decode Dw.

The input video x0 passes through VAE encoder E , outputs the

latent z = E(x0). And z is fed into Dw to obtain the output xw =
Dw(z). The extractor recovers m′ = WD(xw). The message loss is

Lw = CrossEntroy(m′,m).
In addition to this, to ensure the identity of the generated video,

we freeze the original Deflickering Decode DD and introduce Li =
MSE(xw,DD(x0)).

C. Generation

In this stage, we generate videos using watermarked LDM, as

shown in the newly provided Figure 3. The VAE Decoder and

Deflickering Decoder are both core components of LDM, which

Fig. 3. The pipeline for generating videos using a watermarked LDM. The
input text undergoes a diffusion process to obtain the latent representation,
which is then decoded by the watermarked decoder to produce the video.

indicates our method has a strong relationship with LDM. We

generate videos using the following two methods.

1) AnimateDiff (AD): The AnimateDiff encoder-decoder is a stan-

dard VAE encoder-decoder that operates on a per-frame basis and is

incapable of training a decoder that generates a holistic watermark. To

overcome this limitation, we replaced the AnimateDiff decoder with

an SVD decoder and fine-tuned it to generate watermarked videos

while ensuring smooth video generation.

2) Stable Video Diffusion (SVD): A high-quality video generation

universal model has been constructed, which has shown excellent

performance in various downstream tasks after fine-tuning. Initially,

videos produced through SVD are embedded with an invisible

watermark using a library dedicated to this purpose. Traditionally,

this watermarking involved a post-hoc method, where consecutive

frames of a video are generated first, followed by the addition of

the watermark to each frame in a sequential manner. However, it is

observed that this post-hoc approach lacked robustness, as will be

elaborated on in the Experiments section.

III. EXPERIMENTS

In the previous section, we discussed the techniques for incorpo-

rating watermarks into videos using large-scale models and detecting

video watermarks. In this section, we provide a range of diverse

generation tasks and the corresponding results obtained using the

video large-scale model, as well as a comparative analysis of the

effectiveness of different watermarking algorithms. We aim to answer

the following research questions:

(RQ1) Can our method effectively implant watermarks in DMs for

video generation and withstand common attack methods?

(RQ2) Can our proposed method maintain the quality of the

generated videos?

(RQ3) Does the design of each component of SVS contributes to

the effectiveness of watermark implantation?

A. Experimental Setup

1) Dataset: We use WebVID10M [23] to train our model. The

WebVID10M dataset is a comprehensive collection of text-video

pairs. Downloading these pairs from the original sites may result

in the inclusion of visible watermarks on the videos. However,

our experiments have demonstrated that these watermarks do not

significantly impact the quality of the generated videos, indicating

that they are not learned during the fine-tuning process. We also use

the Kinetics-400 dataset [24] to evaluate our model.

2) Evaluation metrics: In our study, we have employed a compre-

hensive set of evaluation metrics to rigorously assess the performance

and robustness of our watermarking approach.

Accuracy (Acc): evaluates the accuracy of watermark extraction,

reflecting the robustness of the watermark against various attacks. It

is defined as the ratio of correctly decoded bits to the total number

of embedded bits.

Fréchet Video Distance (FVD): measures the distance between

the feature vectors of the original and watermarked videos. It captures

not only frame-wise quality but also temporal coherence.

B. Watermark Robustness (RQ1)

As far as we know, we are the first to work on video large-model

watermarking, and we did not find a direct comparison method. An

alternative way to watermark-generated videos is to add watermarks

after the video is generated. However, as noted in Section I, there are

numerous methods for applying watermarks to images or videos in

an end-to-end method. Finally, we had to choose three watermarking
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TABLE I
COMPARISON OF ACCURACY BETWEEN OUR METHOD’S AND POST-HOC

APPROACHES UNDER VARIOUS ATTACKS.

AD (Text-to-Video) SVD (Image-to-Video)

Attack SVS DDS [25] dwtDct [26] HiDDeN [21] SVS DDS [25] dwtDct [26] HiDDeN [21]

None 0.9929 1.0 0.8509 0.9917 0.9946 1.0 0.8834 0.9826

Crop(
√
0.1) 0.9839 0.3654 - 0.9919 0.9767 0.3604 − 0.9666

Crop(
√
0.5) 0.9928 0.4715 0.5178 0.9953 0.9964 0.4630 0.4900 0.9789

Resize(
√
0.5) 0.9928 0.5177 0.5147 0.9658 0.9946 0.5325 0.5114 0.9726

Rot(25◦) 0.9929 0.5325 0.5132 - 0.9946 0.5189 0.5048 -

Rot(90◦) 0.9929 0.4551 0.6003 0.9455 0.9946 0.4521 0.5983 0.9251

Blur(2.0) 0.9929 1.0 0.4395 0.9205 1.0 1.0 0.4280 0.9058

Jpeg(50) 0.9732 0.4400 0.4009 0.9253 0.9714 0.4000 0.4008 0.8861

methods commonly used in generative models. They are invisible-

watermark1, blind-watermark2 and HiDDeN [21]. In these methods,

the invisible-watermark is used to watermark videos generated by

stable video diffusion. Blind-watermark and invisible-watermark are

open-source watermark methods based on DWT-DCT-SVD (DDS)

[25] and dwtDct [26]. We compared the accuracy of different attack

scenarios under the same video and payload. The comparisons of

different networks are shown in table I. We evaluated the robustness

of the model using various attack methods, including cropping,

scaling and rotation, blur, and compression. Specifically, for the

cropping operation, we center crop the frames are cropped in width

and height with the proportion p. For scaling and rotation operations,

we also scale the video as a whole. For resize, the frames are scaled in

width and height with the proportion p. For blur, we apply Gaussian

blur across the entire image to simulate the effect of blurring. Finally,

for the compression operation, we save the obtained tensor as an

image and then read it out again to perform image compression.

To verify the resistance of our model to various attacks, we

generated a large number of videos and subjected them to attacks

of varying intensities. The final experimental results are plotted as a

line graph, as shown in Figure 4. We also introduce methods to attack

video frames. Frame Swap means we randomly rearrange the order

of N groups of adjacent frames. Frame Drop refers to randomly

deleting a few frames and replacing them with nearby frames. In

noise, v represents the variance of the added Gaussian noise.

Fig. 4. Decoding accuracy of the proposed method under different attacks
and attack intensities.

C. Video Generation Quality (RQ2)

1) Metrics: Table II presents the quantitative evaluation of video

quality generated by models with and without watermarking. The

PSNR between the original and watermarked videos is approximately

25, and the SSIM is around 95. The FVD is about 300. Experimental

1https://github.com/ShieldMnt/invisible-watermark
2https://github.com/guofei9987/blind watermark

TABLE II
VIDEO GENERATION QUALITY

User study
SSIM ↑ FID ↓ FVD ↓

Consistency ↑ Input Align ↑

Original SVD 4.06 4.18
0.95 41.49 478.60

Watermarked SVD 4.07 4.20

Original AD 3.84 4.39
0.95 23.20 214.86

Watermarked AD 4.10 4.39

15 users participated in the survey, evaluating the input alignment and consistency of the
generated videos with the text prompts using a rating scale of 1 to 5 after using them.

results indicate that our model watermarking has minimal impact on

the quality of video generation.

2) User Study: In this study, we randomly selected five pairs

of videos generated by the original model and watermarked model

and invited users to evaluate them. Three of the five video sets are

generated using stable video diffusion, with the input being randomly

selected images of waves, while the other two videos are generated

using the AD model, with the input being random text from the test

cases in the AD paper. To ensure fairness, users are not informed

whether the videos contain watermarks. The data provided in Table

II shows that the videos generated by our post-fine-tuned model

performed no worse than those generated by the original model.

In our user study, respondents are asked to choose the best group

of videos. Most users believe that there is little difference between

videos generated by the original model and those generated by the

watermarked model. Some participants even suggest that our fine-

tuned videos are more fluid and more consistent with the input. We

analyze that this may be because we use a temporal Transformer to

make the videos smoother.

D. Ablation Studies (RQ3)

Temporal Transformer block. To verify the effectiveness of the

temporal Transformer block T in Figure 2, we removed this module

from the model and re-finetuned it for 100 epochs. The results are

shown in Table III. The Pixel-MSE (averaged mean-squared pixel

error between aligned consecutive frames) decreases by 0.002, the

accuracy is improved by 0.4%, and the accuracy also increases

following various attacks. This indicates that our temporal Trans-

former can enhance the quality of video generation and improve the

robustness of the videos.

TABLE III
ABLATION STUDY ON THE TEMPORAL TRANSFORMER BLOCK.

Method Pixel MSE↓ Acc↑ Attack acc↑
Crop(p =

√
0.5) Jpeg(p = 50) Rot(σ = 25

◦)

w/o T 0.01749 0.9650 0.9575 0.9095 0.9605
w T 0.01573 0.9665 0.9635 0.9245 0.9675

IV. CONCLUSION

We introduce a novel, effective watermarking approach tailored

for video content generated by diffusion models. SVS seamlessly

integrates into the video generation process, embedding robust water-

marks without compromising video quality. This technique’s standout

feature is its two-stage process, comprising pre-training and model

distillation, which ensures that watermarks are deeply integrated and

resistant to various attacks. A key advantage of our approach is its

ability to maintain the original quality and integrity of the videos

while embedding watermarks. Our method also demonstrates a high

degree of resilience against various attacks, proving its efficacy in

real-world applications.
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