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Abstract—The integration of depth sensing and laser scanning tech-

nologies has propelled point cloud data to the forefront of 3D graphical

modeling. This paper addresses a critical gap in the literature: the

protection of intellectual property in generating point clouds using Diffu-

sion Models (DMs). We introduce Dual-Process Watermarked Diffusion

(DPWD), a pioneering watermarking framework for Diffusion Models

(DMs) used in point cloud generation. DPWD embeds watermarks

directly into DMs, ensuring strong protection against intellectual property

theft. To do so, we introduce a two-stage watermark strategy: 1)

watermark embedding using a permutation invariant module, and 2)

watermark integration into the DM’s noise predictor. The framework is

robust against common attacks and preserves the quality of generated

point clouds. Empirical results on various point cloud tasks demonstrate

DPWD’s effectiveness in safeguarding intellectual property rights without

compromising model performance. DPWD sets a new standard for model

protection in the GenAI era.

Index Terms—point cloud, generative models, watermark.

I. INTRODUCTION

As the technological landscape evolves, point cloud data has

become a pivotal element in 3D graphical modeling. Significant

strides have been made in developing analytical methods for point

cloud data, such as classification and segmentation [1]–[5]. At the

same time, the learning models for the point cloud generation,

particularly those based on Diffusion Models (DMs) [6]–[8], have

shown remarkable strength in unsupervised representation learning

and garnered increasing research interest in recent years. Motivated

by the denoising process in DMs, there have been widespread

applications in point cloud generation [9]–[15]. However, compliance

issues related to their use, such as model provenance and copyright

infringement, remain overlooked. Once a user obtains a point cloud

model trained by the model owner, it becomes challenging to trace

the origins of the generated results. This poses a significant hurdle for

the broad deployment of DM-based point cloud generation models.

Existing invisible watermarking methods of point clouds are cen-

tered on post-processing ways. They usually watermark one object

in blind [16]–[18] or non-blind [19]–[23] way by employ regular

embedding techniques, which makes them vulnerable to attacks if the

embedding strategy is known. Furthermore, the lack of differentiabil-

ity hinders the usage of powerful deep-learning models for watermark

embedding and retrieval, a key advantage for robust and secure

watermarking. In contrast, deep hiding for images has made great

advancements, several works could hide bits, QR codes, and general

pictures in a single image [24]–[27]. To protect the image copyright

from generative models, a naive way is to provide an API only and
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append a post-processing watermark to the generated images. Some

approaches also take watermarks as input and generate watermarked

data directly [28], [29]. Those kinds of watermark approaches can

also be introduced into point cloud generative models. However,

in the case of model plagiarism, where the pre-trained generative

model is obtained by an unauthorized user, these methods will fail

by simply removing the post-processing module. As a result, the

generative models’ watermarking is needed, a way to root watermarks

in generative models with only their weights changed. With deep

hiding techniques in images, models’ watermarking are also well-

developed with the help of deep hiding techniques [30]–[35]. Most of

them fine-tune a one-step generative model or LDM decoder, which

is unsuitable for point cloud DMs. In summary, the main challenges

are: 1) traditional watermarking methods, mostly post-processing,

cannot be directly integrated into the end-to-end training of DMs;

2) limited by gradient accumulation, existing models’ watermark

methods designed for single-step forward models cannot be applied

on multi-step denoising DMs directly.

To overcome these challenges, we introduce Dual-Process Water-

marked Diffusion on Point Cloud generation (DPWD), the first

watermarking framework for point cloud generation tasks in DMs.

DPWD is a two-stage model watermarking method that breaks free

from the constraints of post-processing watermarking. Inspired by

deep 3D mesh watermark algorithm [36], [37] and deep hiding

framework HiDDeN [25], we propose a permutation-invariant water-

mark module (PI-HiDDeN), consisting of a point cloud watermark

encoder and corresponding extractor to enhance the robustness of

the 3D structure against common watermark attacks such as rotation

and downsampling. In the second stage, we introduce a dual-period

distilling method to embed a certain watermark into DMs, which

bypasses the impact of gradient accumulation due to the iterative

denoising process, ensuring the quality of DMs-generated point

clouds post-watermarking.

Our experiments across multiple point cloud generation tasks

demonstrate the effectiveness of DPWD in watermarking point

cloud generation, the maintenance of model functionality post-

watermarking, and the robustness of our watermarks against various

attacks. In summary, our contributions are as follows:

• To the best of our knowledge, DPWD is the first approach to

add watermarks in DMs for point cloud generation, which is

important for protecting developers’ intellectual property rights.

• DPWD is composed of two stages: PI-HiDDeN tackles the

challenge of extracting watermarks in the point cloud from the

permutation invariant embedding space, and the dual-period dis-

tilling confronts the challenge of the accumulation of gradients

in DMs that prevents the completion of the point cloud.

• Extensive experiments on real-world point cloud generation

tasks demonstrate that DPWD could effectively implant water-IC
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marks into DMs without downgrading the quality of generated

point clouds while preserving robustness to various attacks.

II. PROBLEM STATEMENT

The burgeoning field of diffusion models for point cloud generation

faces a significant challenge: model plagiarism. Considering the

following scenario:

• An individual, Alice, trains a powerful diffusion model to

generate intricate 3D point clouds.

• Bob acquires Alice’s pre-trained model, either through legitimate

or illegitimate means.

• Bob utilizes Alice’s model to generate novel point clouds.

• Bob then claims ownership of these generated point clouds,

falsely attributing them to his own efforts.

This scenario exemplifies the critical issue of copyright protection

for creators who invest significant resources in training these complex

models. Traditional approaches to digital rights management are

inadequate for point cloud data.
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Fig. 1. Architecture of PI-HiDDeN. All the local and global encoders
mentioned in this figure share the same permutation-invariant architecture(1-
layer DGCNN) to extract features of point clouds.

III. PROPOSED METHOD: DPWD

DPWD targets root watermarks in diffusion generation models with

only its weights changed so that iterative denoising diffusion models

will synthesize watermarked point clouds with invisible changes. We

begin with a well-trained watermark module for point clouds and

implicitly embed the watermark encoder into the noise predictor

in a distilling way. There are two challenging problems for our

watermarking pipeline: 1) a differential and robust watermark model

for point clouds and 2) an adapted distillation process to effectively

embed a watermark in iterative diffusion models. In practice, we

utilize DGCNN to construct our watermark models, which naturally

respect the permutation invariance of point clouds. In the distillation

stage, we propose a novel dual-period watermark distilling method

that can effectively embed a watermark in diffusion models for

a substantial improvement in safety with negligible impact on the

synthesized results.

A. Watermark Module: PI-HiDDeN

1) Architecture: The architecture is shown in Figure 1. We train

our watermark encoder WE with a matching watermark decoder WD ,

the former aims to hide a watermark in the cloud points invisibly, and

the latter tries to extract the hidden watermark. In practice, WE takes

a point cloud p and a k-bits watermark m ∈ {0, 1}k, and produces a

watermarked point cloud pw by applying tiny displacements ϵ(p,m)
on points:

p
w = WE(p,m)i = ϵ(p,m)i + pi. (1)
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Fig. 2. Framework of dual-period distilling. In the denoising period, Ldenoising

ensures the ability to denoising and generate consistency. In the watermarking
period, an extra Lwm is introduced by our pre-trained watermark decoder to
integrate watermarks in diffusion models.

The key to embedding watermarks in cloud points is to ob-

tain proper displacements from its local and global information in

WD and WE . Intuitively, the local information allows networks

to introduce a watermark in its adjacent structure, and the global

information makes the watermark more robust when some points are

attacked. Specifically, we apply DGCNN as our backbone, which

firstly clusters all the points into several groups as the source of

our local features f l and the global features fg are from the same

architecture with only an extra max pooling layer. Then, an MLP

layer maps the point pi with its f l
i , shared fg , and watermark m as

its corresponding displacement. With respect to WD , only a global

feature is used in our settings.

2) Attack layer: We introduce some classical attack methods in

our training stage to improve the robustness. In our attack layer, one

of them is randomly applied on the outputs of WE , which are fed into

WD with original point clouds. Besides, in the following distilling

process, noisy point clouds will be used for extracting watermarks,

so it’s essentially that the extractor is robust to Gaussian noise. In our

attack layer, there are three main attack methods: random zero-means

displacements Gaussian noise, downsampling by randomly setting to

0, and rotation on x, y, and z axes. We provide the definition of them

as follows:

a) Gaussian noise: This attack introduces random zero-means

displacements to the points within a point cloud. The variance σ of

Gaussian distribution reflects the degree of attack. It involves adding

random values drawn from a Gaussian distribution to each point’s

coordinates (x, y, and z). This can disrupt the spatial relationships

between points and potentially affect the embedded watermark.

b) Downsampling: This attack involves randomly removing

points accounting for p of the total. It reduces the overall data density

and can potentially damage the embedded watermark. In our setting,

we randomly choose some points within the point cloud and set them

to the mean of other points (0 after normalization).

c) Rotation: This attack involves randomly rotating the entire

point cloud around the x, y, and z axes in angle θ. All of our used

watermark extractors take xyz coordinates as input and rotation will

change the value in spatial space, which will affect the output of

networks directly. Rotation can significantly alter the spatial relation-

ships within the point cloud and potentially disrupt the watermark.

3) Training: The goal of our watermark network is to effectively

embed and extract the watermark under the premise of invisibly

changing point clouds. There are two constraints that naturally should

be taken into consideration: binary-entropy loss Lw for watermark

and point-wise L2 loss Lrecon between processed and original data. We

found that only point loss leads to irregular shaking, so we introduced

an additional variance regular item Lv . The overall loss function is:

L = Lrecon(p
w
, p) + β1Lw(WD(pw),m) + β2Lv(p

w
, p) (2)
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while β1 and β2 are the weighted coefficients for the trade-off

between accuracy and consistency.

B. Finetune Noise Predictor

The diffusion generation model is based on multiple denoising

steps. In the early steps, the data are more like Gaussian noise, which

can hardly be recognized as certain objects. So we divide it into

two periods, the denoising period and the watermarking period. We

define a demarcation point t, which is determined by the robustness

of the watermark extractor of Gaussian noise and the watermarking

period (t < t) aims to embed messages in synthesized data while the

denoising period (t ≥ t) keeps the ability to generate point clouds.

To achieve these targets, we start with a pre-trained generative

diffusion model, which learns the distribution of training data well.

Then, we fine-tune the generative model using a watermark decoder

mentioned in III-A to guide it to synthesize watermarked point clouds.

Specifically, given a certain message m, we want to implant it into a

diffusion model. We initialized two generators, Gfrozen and Gwm with

a pre-trained point clouds generative diffusion model.

Ldenoising = ||ϵfrozen(pt, t)− ϵwm(pt, t)||
2

2, (3)

Lwm = BCE(WD(p̂t−1),m), t < t, (4)

where ϵ(·, ·) is the noise predictor in diffusion models, p̂t is the 1-step

denoising results at time t and BCE is the binary cross-entropy loss.

Thanks to our watermark decoder being robust to Gaussian noise,

if the denoising diffusion models can generate watermarked point

clouds at step t, the denoised point clouds should also be watermarked

at step t−1. Finally, the watermark will be strengthened with several

steps of denoising and watermarking.

IV. EXPERIMENTS

A. Experimental Setup

1) Dataset: We employ airplanes from ShapeNet [38]. In both

stages, we train/test our networks by following DPM [9]: sampling

2048 points from each point cloud, randomly splitting training,

testing, and validation sets by the ratio 80%, 10%, and 5%, and most

importantly, normalizing all the point clouds to zero mean and unit

variance.

2) Baselines: Similar to DGCNN [4], there are a lot of backbones

for extracting features from point clouds such as PointNet [1] and

Point Cloud Transformer [3]. We employ them on our watermark

extractor by replacing the global and local encoders and evaluate them

by applying different attacks including Gaussian noise, rotation, and

downsampling under the same control of Lrecon. The comparisons

of different networks are shown in Table I. In our experiments,

the DGCNN-based watermark extractor shows better robustness to

different attacks, especially for Gaussian noise.

3) Implementation details: We employ all of our experiments on

a single NVIDIA RTX3090. In the first stage for the watermark

extractor, we first set β1 = β2 = 1 until convergence and set them to

200 subsequently. In the second stage, we finetune our watermarked

diffusion models with λi = λv = 1 and demarcation point t = 5.

We adopt Adam as our optimizer with learning rates of 5×10−3(first

stage) and 5×10−4(second stage). When root watermark in diffusion

models, the watermark payload is 8 bits.

B. Overall Performance

Table II presents the generation quality and watermark accuracy

of watermarked DPM [9], in terms of accuracy, Chamfer Distance

(CD), and Earth Mover’s Distance (EMD) [39]. Specifically, we

finetuned the point cloud diffusion and sampled 1000 each of the

Original

Watermarked

Fig. 3. Visual results of watermarked point clouds.

watermarked airplanes, chairs, and tables as our validation sets.

Notably, in the watermarking stage, we obtained the noisy point

clouds by following the sampling process of DDPM [6] instead

of DDIM [7]. The experimental results show better consistency

and acceptable degradation in the case of DDIM(N=100, N=20),

where N is the number of denoising steps. The starting point of the

watermarking period t is set to 5, but sampling with DDIM(N=5)

will step over the last five steps directly, leading to a drastic drop.

Figure 3 visualizes the high consistency from the level of perception,

which are sampled with the same random seeds and DDIM(N=20).

We can find that the watermarked point clouds are very close to the

original ones, which indicates that DPWD could effectively implant

watermarks in the point clouds while well-preserving the quality.

C. Simulated Attack Detection

This section delves into the resilience of watermarked diffusion

models against adversarial challenges. In our study, we meticulously

trained three specialized diffusion models, each dedicated to the

generation of distinct object categories: airplanes, chairs, and tables.

For each category, we generated a substantial dataset comprising 1000

point clouds to ensure a robust sample size. To rigorously assess the

durability of our watermarked models, we subjected them to a diverse

array of attacks, each varying in type and intensity. The resilience

of the models was quantitatively measured, and the relationship

between the severity of the attacks and the models’ accuracy in

watermark detection was carefully analyzed. The results of this

analysis are graphically represented in Figure 4, which depicts the

attack curves alongside the corresponding accuracy rates, providing

a visual interpretation of the model’s robustness under adversarial

conditions.

Fig. 4. Bit accuracy under different attacks.

D. Ablation Study

1) Modules in Watermark Extractor: Within the architecture of our

watermark extractor, we have meticulously integrated three pivotal
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TABLE I
COMPARSION OF DIFFERENT BASELINES

Payload Backbone
Attacks

None Gaussian Noise(σ) Rotation(θ) Downsampling(p) Combination

- 1% 3% 5% 5° 10° 20° 0.05 0.1 0.2 -

8-bits
PointNet 0.998 0.998 0.996 0.982 0.998 0.997 0.992 0.996 0.993 0.973 0.986

PCT 0.998 0.998 0.997 0.994 0.998 0.996 0.981 0.997 0.995 0.973 0.991

DPWD(ours) 0.998 0.998 0.998 0.996 0.998 0.997 0.993 0.996 0.995 0.979 0.991

16-bits
PointNet 0.995 0.994 0.983 0.947 0.995 0.993 0.983 0.993 0.991 0.978 0.980

PCT 0.996 0.995 0.991 0.969 0.995 0.991 0.975 0.992 0.988 0.954 0.983

DPWD(ours) 0.997 0.997 0.995 0.984 0.998 0.997 0.988 0.995 0.992 0.972 0.986

32-bits
PointNet 0.986 0.982 0.931 0.853 0.984 0.976 0.944 0.979 0.970 0.944 0.928

PCT 0.994 0.992 0.979 0.916 0.995 0.986 0.959 0.987 0.982 0.909 0.973

DPWD(ours) 0.995 0.994 0.988 0.954 0.994 0.993 0.976 0.990 0.980 0.917 0.967

The red: the best accuracy of different methods and attacks of the strongest ratio. The bold: the best accuracy
of attacks of the other ratios unless there are multiple best ones. Combination: σ = 1%, θ = 10◦, and p = 0.1.

TABLE II
GENERATION QUALITY AND BITS ACCURACY

Sampler Bit Acc(%)↑ CD(%)↓ EMD(%)↓

DDPM 98.9 0.0272 2.93
DDIM(N=100) 98.4 0.00773 1.09
DDIM(N=20) 98.1 0.00674 0.990
DDIM(N=10) 91.9 0.00678 1.01

modules, each designed to enhance the system’s robustness against a

spectrum of potential disruptions. To rigorously assess the individual

contribution of these modules to the overall robustness, we embarked

on a comprehensive training regimen for three additional modified

extractors. Each of these extractors was deprived of a specific feature:

the first lacked local features, the second was stripped of global

features, and the third operated without the benefit of the attack layer.

To ensure an equitable comparison in our experiments, we com-

pensated for the absence of the global or local encoder within

the watermark extractor by proportionally increasing the number

of channels. This adjustment was crucial to maintain the integrity

of the study. The findings from this meticulous ablation study are

systematically presented in Table III. The data therein clearly indicate

that each module plays a significant role in fortifying the robustness

of the watermark extractor. The results unequivocally demonstrate

that the inclusion of local features, global features, and the attack

layer each contribute substantially to the system’s ability to withstand

and adapt to various challenges, thereby validating the effectiveness

of our modular design approach.

TABLE III
BITS ACCURACY OF ABLATION STUDY FOR MODULES IN PI-HIDDEN

Modules None Noise Rotation Downsampling

w/o f l 0.898 0.875 0.856 0.883

w/o fg 0.996 0.991 0.969 0.968

w/o attack layer 0.996 0.939 0.633 0.867

all 0.998 0.996 0.993 0.979

σ= 5%, θ = 20◦, and p = 0.2.

2) Strategy of dual-period distilling: To assess the efficacy of

our training methodology, we meticulously fine-tuned two distinct

diffusion models, each operating under a different temporal frame-

work: a single period and a dual period. The single-period model

operates without taking into account the denoising process that

occurs prior to time step t. Conversely, our dual-period approach

incorporates an additional distilling phase that significantly enhances

the watermarking process, as depicted in Figure 2. This figure

illustrates the comparative advantage of our dual-period distilling

strategy over the conventional single-period approach, specifically

within the watermarking phase.

The absence of denoising constraints in the earlier stage of the

single-period model means that any fine-tuning applied to the noise

predictor after time step t has the potential to inadvertently influ-

ence the denoising outcomes that precede t. This inter-dependency

introduces an additional layer of complexity to the training process,

as the model must rely solely on the information gleaned from the

final few steps. Our dual-period model addresses this challenge by

integrating a pre-watermarking denoising phase, which stabilizes the

training process and enhances the overall quality of the watermarking.

TABLE IV
ABLATION STUDY FOR THE STRATEGY OF DUAL-PERIOD DISTILLING

Setting Bit Acc(%)↑ CD(%)↓ EMD(%)↓

single period 87.4 0.0294 3.70

dual periods 98.9 0.0272 2.93

V. CONCLUSION

In this work, we propose the Dual-Process Watermarked Diffusion

(DPWD) framework, which marks a significant advancement in the

protection of intellectual property for point cloud generation using

Diffusion Models (DMs). Our innovative approach embeds water-

marks directly into the noise predictor of DMs, ensuring the integrity

and quality of the generated point clouds. The empirical studies

validate the robustness of DPWD, demonstrating its effectiveness

in embedding watermarks without compromising the functionality

of the models or the quality of the generated point clouds. The

resistance of the embedded watermarks to a variety of adversarial

attacks establishes DPWD as a new benchmark for model protection.
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